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*************** Start of 1st Change ****************
3.1	Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Developer: A creator of systems, components, or services for use on or with a 3GPP network.
Expert knowledge: Possesing skills, training and experience in analysing and understanding security threats in a wide variety of situations.
Identifiable person: one who can be identified, directly or indirectly, in particular by reference to an identification number, name or to one or more factors specific to their physical, physiological, mental, economic, cultural or social identity. 
NOTE: 	personal data can be gathered from user data and traffic data.
Local access: Communication through a direct network access interface.
Machine Accounts: These will be used for authentication and authorization from system to system or between applications on a system and cannot be assigned to a single person or a group of persons.
Network Element: As defined in TS 23.501[18]
Network Function: As defined in TS 23.501[18]
Network product: As defined in TR 33.916[19]
Network product class: As defined in TR 33.916[19]
Owner: The person or enity responsible for creating and maintaining content. The person or enity determines who has access to the content and the content permissions.
Personal data: any information relating to an identified or identifiable natural person ('data subject').
Identifiable person: one who can be identified, directly or indirectly, in particular by reference to an identification number, name or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity. 
NOTE: 	personal data can be gathered from user data and traffic data.
Remote access: Communication through an external network access interface.
Screenshot: A digital image that shows the contents of a display.
Sensitive data: data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE, as well as files of a system that are needed for the functionality such as firmware images, patches, drivers or kernel modules. 
System group account: a predefined system account in the network product, usually with special privileges, which has a predefined user id and hence cannot be tied to a single user (individual) in a normal operating environment. 
EXAMPLE:	the 'root' account.
Vendor: A commercial supplier of 3GPP network software or hardware.
Vulnerability: As defined in TR 33.916[19]


*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

[bookmark: _Toc19542352][bookmark: _Toc35348354][bookmark: _Toc114146476]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AAA	Authentication Authorization and Accounting
API	Application Programming Interface
BOOTP	Bootstrap Protocol
BVT	Basic Vulnerability Testing
CAPTCHA	Completely Automated Public Turing test to tell Computers and Humans Apart
CD		Compact Disk
CDP	Customer Data Platform
CIS	Center for Internet Security
COTS	Commercial Off The Shelf
CVE	Common Vulnerabilities and Exposures
DTLS	Datagram Transport Layer Security
DVD	Digital Video Disk
FOSS	Free Open-Source Software
FTP	File Transfer Protocol
GTP-C	GPRS Tunnelling Protocol for Control Plane
GUI	Graphical User Interface
GUID	Globally Unique Identifer
IKE	Internet Key Exchange
IPsec	Internet Protocol Security
JSON	Java Script Object Notation
JWS	JSON Web Signature
LLDP	Local Loop Demarcation Protocol
MOP	Maintenance Operations Protocol
NF	Network Function
NRF	Network Repository Function
NSI	Network Slice Instance
NSI ID	Network Slice Instance Identifier
NSSAI	Network Slice Selection Assistance Information
PHP	Hypertext Preprocessor
PM	Performance Management
QMS	Quality Management System
RAM	Random Access Memory
RBAC	Role Based Access Control
RCP 	Remote Copy Program
RDP	Remote Delete Program
RPH	Reverse Path Filter
RSH	Remote shell
SBA	Service Based Architecture
SBI	Service Based Interfaces
SCAS		Security Assurance Specification
SCP	Service Communication Proxy
SECAM	Security Assurance Methodology
SEPP	Security Edge Protection Proxy
SFTP	Secure File Transfer Protocol
SGID	Special Group Identification
S-NSSAI	Single Network Slice Selection Assistance Information
SSH 	Secure Shell
SSI	Server Side Includes
SSO	Single Sign-On
SUID	Set owner User Idenification
SYN	Synchrounous Transmission
TFTP	Trivial File Transfer Protocol
ToE	Target of Evaluation
UID	Unique Identifier
URI	Uniform Resource Identifier
WAS	Web Application Security
WebDAV	Web Distributed Authoring and Versioning

*************** End of 2nd Change ****************

*************** Start of 3rd Change ****************

2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 41.001: "GSM Specification set".
[3]	IETF RFC 3871: "Operational Security Requirements for Large Internet Service Provider (ISP) IP Network Infrastructure".
[4]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[5]	CVE-1999-0511, http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0511 
[6] 	"Practical recommendations for securing Internet-connected Windows NT Systems", https://support2.microsoft.com/default.aspx?scid=kb;%5BLN%5D;164882.
[7]	X-Force Vulnerability Report, http://www.iss.net/security_center/static/193.php	
[8]	IETF RFC 2644: "Changing the Default for Directed Broadcasts in Routers."
[9]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[10]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 6749: "OAuth2.0 Authorization Framework".
[13]	3GPP TS 29.501: "Principles and Guidelines for Services Definition".
[14]	Void
[15]	3GPP TS 33.2:10: "Network Domain Security (NDS); IP network layer security".
[16]	IETF RFC 7515:"JSON Web Signature (JWS)".
[17]	IETF RFC 7519:"JSON Web Token (JWT)".
[18]	3GPP TS 23.501: "System Architecture for the 5G System".
[19]	3GPP TR 33.916: "Security Assurance Methodology (SECAM) for 3GPP network products".

*************** End of 3rd Change ****************

*************** Start of 4th Change ****************
4.4.1	Introduction
Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least four aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing, and endpoint scanning. For each of these aspects, test requirements and test results are described in the present clause. 

NOTE: 	The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator's laboratory that the testers are able to utilize adequate tools.

*************** End of 4th Change ****************


*************** Start of 5th Change ****************
[bookmark: _Toc19542355][bookmark: _Toc35348357][bookmark: _Toc114146479]4.1.1	Pre-requisites for testing 
The SCAS tests, as described in the present specification, are to be applied to a network product whose software and hardware has been brought into use so that the network product can provide the intended functionality, either in a real network environment or in a simulated environment. This implies that, before any testing is performed, the hardware and software has been installed correctly, the network product is powered on, and communication has been established over all standardized interfaces and OAM O&M interfaces related with the network product's functionality, as described in the vendor's documentation. 
Communication over external non standardized Interfaces that may exist and are marked as optional, according to the vendor's documentation, shall also be established during testing unless they are explicitly marked as "not recommended" in the vendor's documentation. 
For each of the enabled external communication interfaces there may be various optional capabilities. During testing, all such capabilities shall be enabled unless they are explicitly marked as "not recommended" in the vendor's documentation.
In some cases a testcase might require configuration changes as part of the execution steps or pre-conditions. After such test is executed and prior to any further test execution it needs to be ensured that the state of the ToE is restored back in the original state.
SCAS testing is not about security in operations and deployments. So, in particular, SCAS testing is independent of any network operator guidelines or considerations on specific deployment scenarios.


*************** End of 5th Change ****************


*************** Start of 6th Change ****************

4.2.3.2.2	Protecting data and information – Confidential System Internal Data
Requirement Name: Unauthorized Viewing
Requirement Description: When the system is not under maintenance, there shall be no system function that reveals confidential system internal data in the clear to users and administrators. Such functions could be, for example, local or remote OAM O&M CLI or GUI, logging messages, alarms, configuration file exports etc. Confidential system internal data contains authentication data (i.e. PINs, cryptographic keys, passwords, cookies) as well as system internal data that is not required for systems administration and could be of advantage to attackers (i.e. stack traces in error messages).
Security Objective references: tba.
Test case: 
Test Name: TC_CONFIDENTIAL_SYSTEM_INTERNAL_DATA
Purpose:
Verify that no system function reveals sensitive data in the clear 
Procedure and execution steps:
Pre-Condition:
The vendor shall provide documentation describing how confidential system internal information that could possibly be revealed in clear-text is handled by system functions.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor's documentation. A system function is every function implemented in the network product needed by the services/functionalities provided by the network product itself.
Execution Steps
Execute the following steps:
1.	Review the documentation provided by the vendor describing how confidential system internal information is handled by system functions.
2.	The tester checks whether any system functions as described in the product documentation (e.g. local or remote OAM O&M CLI or GUI, logging messages, alarms, error messages, configuration file exports, stack traces)  reveal any confidential system internal data in the clear (for example, passphrases). 
Expected Results:
There should be no confidential system internal data revealed in the clear by any	 system function.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operational results.


*************** End of 6th Change ****************


*************** Start of 7th Change ****************

[bookmark: _Toc19542374][bookmark: _Toc35348376][bookmark: _Toc114146500]4.2.3.2.4	Protecting data and information in transfer
Requirement Name: Protecting data and information in transfer
Requirement Description:
-	Usage of cryptographically protected network protocols is required. 
-	The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.
Security Objective references: tba
Test case: 
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Purpose:
Verify the mechanisms implemented to protect data and information in transfer to and from the Network Product's OAM O&M interface. 
NOTE: 	The test is limited to the OAM O&M interface although the requirement does not have this limitation because the protection of standardised interfaces will be covered by regular interoperability testing and the proprietary use of HTTPS is covered in clause 4.2.5.1.
Procedure and execution steps:
Pre-Conditions:
Network product documentation containing information about supported OAM O&M protocols is provided by the vendor,
A peer implementing the security protocol configured by the vendor (e.g SSH client supporting SSHv2 or HTTPS client) shall be available.
Network product documentation stating which security protocols for protection of data in transit are implemented and which profiles in TS 33.310 [9] and TS 33.210 [15] are applicable is provided by the vendor
For TLS/DTLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310 [9] and TS 33.210 [15]. For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS 33.210 [15]. For protocols, for which 3GPP did not define a security profile, e.g. SSH, the tester shall base the tests on a widely recognised and publicly available security profile.


*************** End of 7th Change ****************


*************** Start of 8th Change ****************

4.2.3.4.1.2	Accounts shall allow unambiguous identification of the user.
Requirement name: The network product shall use accounts that allow unambiguous identification of the user.
Requirement Description: Users shall be identified unambiguously by the network product. The network product shall support assignment of individual accounts per user, where a user could be a person, or, for Machine Accounts, an application, or a system. The network product shall not enable the use of group accounts or group credentials, or sharing of the same account between several users, by default. The network product shall support a minimum number of 50 individual accounts per user data base if not explicitly specified in a SCAS of a particular network product, so that accountability for each user is ensured even in large network operator networks. The network product shall not support user access credentials unrelated to an account.
NOTE 1:	The network product may support independent user data bases for different access methods, e.g. one data base for command shell access on OS level and another data base for GUI access. User data bases may be stored locally on the network product or on a central AAA system that the network product accesses for user authentication.
NOTE 2:	This requirement does not preclude user group concepts for access control.
Security Objective references: tba.
Test case: 
NOTE 3:	Some typical default accounts suggest that they are shared amongst several persons (e.g. vendor_xy, support), or do not allow identification of individual users (e.g. guest, ftp, anonymous). In order to avoid overlap of this test case with clause 4.2.3.4.2.2, it is assumed for this test case that such accounts have been deleted or disabled in line with clause 4.2.3.4.2.2.
Test Name: TC_ACCOUNT_DOCUMENTATION
Purpose:
To ensure that documentation of the network product does not encourage or require the use of group accounts, group credentials, or sharing of the same account between several users. To ensure that the network product does not support credentials unrelated to an account.
Procedure and execution steps:
	Pre-Conditions:
1)	All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.
2)	All predefined accounts and groups are identified in the documentation accompanying the Network Product.
3)	Instructions of how administrator users can add accounts, groups, and credentials to the database(s) are provided in the documentation accompanying the Network Product.
4) 	The operations manual describes OAM O&M user and group concepts supported by the network product.
	Execution Steps:
The accredited evaluator's test lab is required to execute the following steps:
1)	Review the system documentation (in particular operations manual) whether it encourages or requires the use of group accounts, group credentials, or sharing of the same account between several users.
2)	Review the system documentation whether the network product requires or supports entering credentials unrelated to an account, in order to perform specific actions, e.g. to enter a "master password" for access to privileged functions.

*************** End of 8th Change ****************


*************** Start of 9th Change ****************

4.2.3.4.6.2	Role-based access control
Requirement Name: tba
Requirement Description:
The network product shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).
The network product supports RBAC, in particular, for OAM O&M privilege management for network product Management and Maintenance, including authorization of the operation for configuration data and software via the network product console interface. 

*************** End of 9th Change ****************


*************** Start of 10th Change ****************

[bookmark: _Toc19542392][bookmark: _Toc35348394][bookmark: _Toc114146518]4.2.3.5.2	Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout
Requirement Description: An OAM O&M user interactive session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period.
NOTE: 	The kind of activity required to reset the timeout timer depends on the type of user session.
Test Name: TC_PROTECTING_SESSION_ INAC TIMEOUT
Purpose:
To ensure an OAM O&M user interactive session shall be terminated at inactivity timeout.
Procedure and execution steps:
Pre-Conditions:
-	The tester has privileges to create an OAM O&M user interactive session.
-	The tester has privileges to configure the inactivity time-out period for user interactive session.
-	Session log should be enabled.
Execution Steps
[bookmark: OLE_LINK26][bookmark: OLE_LINK27][bookmark: OLE_LINK52][bookmark: OLE_LINK69][bookmark: OLE_LINK70][bookmark: OLE_LINK30]1.	The tester creates OAM O&M user A interaction session.
[bookmark: OLE_LINK15][bookmark: OLE_LINK71][bookmark: OLE_LINK63][bookmark: OLE_LINK64]2.	The tester configures the inactivity time-out period for user A to x minute, for example 1 minute.
[bookmark: OLE_LINK35][bookmark: OLE_LINK36]3.	The tester does not make any actions on the network production in x minutes. After that, the tester checks whether OAM O&M user A interaction session has been terminated automatically.
Expected Results:
-	In step 3, OAM O&M user A interaction session has been terminated automatically after x minute.


*************** End of 10th Change ****************


*************** Start of 11th Change ****************
4.2.3.4.2.3	Predefined or default authentication attributes shall be deleted or disabled.
Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.
Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor, manufacturer, or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually change it.
Security Objective references: TBA.
TEST CASE: 
Test Name: TC_PREDEFINED_AUTHENTICATION_ATTRIBUTES_DELETION
Purpose:
To ensure that predefined or default authentication attributes are deleted or disabled as defined in the requirement 4.2.3.4.2.3.
Procedure and execution steps:
Pre-Conditions:
1)	Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.
2)	All predefined accounts and their respective predefined or default passwords are identified in the documentation accompanying the Network Product. 
NOTE: 	No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.
Execution Steps:
1) 	Check in documentation of the existence of any documented predefined account and what is the login password or if any cryptographic key for such accounts is preinstalled.
2)	After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.
3)	Attempt login to such predefined accounts if existing.
Expected Results:
1)	When login is attempted to any predefined account the user is automatically forced to change login password at first time login to the system.
2)	If there is no automatic password change enforced then recommendation and clear instructions of how to manually change the password or how to create and reinstall a new cryptographic key exist in the documentation.
Expected format of evidence: 
Evidence can be presented in the form of screenshot/screen-capture on how the network product prompts for password change at first login. Also extracts from product documentation with clear instructions of how to change any default password or cryptographic key.

*************** End of 11th Change ****************



*************** Start of 12th Change ****************
4.3.2.5	No unsupported components
Requirement Name: The network product shall not contain software and hardware components that are no longer supported by their vendor, producer manufacturer or developer.
Requirement Description: 
The network product shall not contain software and hardware components that are no longer supported by their vendor, manufacturerproducer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Test Case: 
Test Name: TC_NO_UNSUPPORTED_COMPONENTS
Purpose:
To ensure that there is no unsupported software that is running in the network product which is not supported anymore and has reached its end-of-life or end-of-support.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps
The accredited evaluator's test lab is required to execute the following steps:
1.	Identification of the hardware and software components, version information and the kind of support available for the software provided by the vendor, the manufacturerproducer, the developer or other contractual partner of the network operator using any tool or any other suitable means of determination. 
2.	Validate that there are no entries in the list of hardware and software installed in the system which are not supported as given by the vendor of network product in the attached documentation.
Expected Results:
The report will contain the names and versions of the tool(s) used for finding out what software and hardware components are installed in the system. The detailed report will contain the name and version of the software and hardware used in the system, and the period of support for each of these components.
The list of all available software and hardware components and their associated support information which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software or component which is not supported any longer by the vendor will be highlighted and brought out as a part of the report.
There should be no software installed in the network product which is unsupported as of the day of testing.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Software and hardware components used in the network product
-	the test results i.e. support information of each listing

*************** End of 12th Change ****************


*************** Start of 13th Change ****************
[bookmark: _Toc19542394][bookmark: _Toc35348396][bookmark: _Toc114146520]4.2.3.6.1	Security event logging
Requirement Name: Security event logging
Requirement Description: Security events shall be logged together with a unique system reference (e.g. host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name and/or timestamp and/or performed action and/or result and/or length of session and/or values exceeded and/or value reached.
IETF RFC 3871, section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events the product logs so that it can be verified by testing.
In particular, it shall be possible to log the following events (which are intended to be supported by the network product and which can be enabled by default at manufacturing time or at a later time by the network operator):
	EventTypes
	Description
	Event data to be logged

	Incorrect login attempts
	Records any user incorrect login attempts to the network product
	• Username,
• Source (IP address) if remote access
• Timestamp

	Administrator access
	Records any access attempts to accounts that have system privileges.
	• Username,
• Timestamp,
• Length of session,
• Source (IP address) if remote access

	Account administration
	Records all account administration activity, i.e. configure, delete, enable, and disable.
	• Administrator username,
• Administered account,
• Activity performed (configure, delete, enable and disable)
• Timestamp

	
	
	

	Resource Usage 
	Records events that have been triggered when system parameter values such as disk space, CPU load over a longer period have exceeded their defined thresholds.
	• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)
• Timestamp

	Configuration change
	Changes to configuration of the network device
	• Change made
• Username

	Reboot/shutdown/crash
	This event records any action on the network device that forces a reboot or shutdown OR where the network device has crashed.
	• Action performed (reboot, shutdown, etc.)
• Username (for intentional actions)
• Timestamp

	Interface status change
	Change to the status of interfaces on the network device (e.g. shutdown)
	• Interface name and type
• Status (shutdown, missing link, etc.)
• Timestamp




*************** End of 13th Change ****************


*************** Start of 14th Change ****************

4.2.3.4.3.1	Password Structure
Requirement Name: Password Complexity rule
Requirement Description:
The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:
1)	Absolute minimum length of 8 characters (shorter lengths shall be rejected by the network product). It shall not be possible setting this absolute minimum length to a lower value by configuration.
2)	Comprising at least three of the following categories: 
-	at least 1 uppercase character (A-Z) 
-	at least 1 lowercase character (a-z) 
-	at least 1 digit (0-9) 
-	at least 1 special character (e.g. @;!$.) 
The network product shall use a default minimum length of 10 characters. The minimum length of characters in the passwords shall be configurable by the network operator. The default minimum length is the value configured by the vendor before any network operator-specific configuration has been applied. The special characters may be categorized in sets according to their Unicode category.
The network product shall at least support passwords of a length of 64 characters or a length greater than 64 characters.
If a central system is used for user authentication, password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
When a user is changing a password or entering a new password, the system checks and ensures that it meets the password requirements. Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
Security Objective references: Hardening.


*************** End of 14th Change ****************


*************** Start of 15th Change ****************
4.2.3.4.3.3	Protection against brute force and dictionary attacks
Requirement Name: Protection against brute force and dictionary attacks
Requirement Description:
If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.
Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.
The most commonly used protection measures are: 
1)	Using the timer delay (this delay could be the same or increased depending the network operator's policy for each attempt, e.g. double the delay, or 5 minutes delay, or 10 minutes delay) for each newly entered password input following an incorrect entry ("tar pit").
2)	Blocking an account following a specified number of incorrect attempts, refer to 4.2.3.4.5. However it has to be taken into account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.
3)	Using CAPTCHA to prevent automated attempts (often used for Web applications).
4) 	Using a password blacklist to prevent vulnerable passwords. 
NOTE 1: 	Password management and blacklist configuration may be done in a separate node that is different to the node under test, e.g. a SSO server or any other central credential manager.
In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. It is left to the vendor to select appropriate measures. 
Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.


*************** End of 15th Change ****************


*************** Start of 16th Change ****************

[bookmark: _Toc19542388][bookmark: _Toc35348390][bookmark: _Toc114146514]4.2.3.4.5	Policy regarding consecutive failed login attempts
Requirement Name: tba
Requirement Description:
a) 	The maximum permissible number of consecutive failed user account login attempts should be configurable by the network operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8, typically 5. After the maximum permissible number of consecutive failed user account login attempts is exceeded by a user there shall be a block delay in allowing the user to attempt login again. This block delay and also the capability to set period of the block delay, e.g. double the delay, or 5 minutes delay, or 10 minutes delay, after each login failure should be configurable by the network operator. The default value set at manufacturing time for this delay shall be greater than or equal to 5 sec. 
b) 	If supported, infinite (permanent) locking of an account that has exceeded maximum permissible number of consecutive failed user account login attempts should also be possible via configuration, with the exception of administrative accounts which shall get only temporarily locked.

*************** End of 16th Change ****************


*************** Start of 17th Change ****************
[bookmark: _Toc19542420][bookmark: _Toc35348422][bookmark: _Toc114146546]4.3.2.1	No unnecessary or insecure services / protocols
Requirement Name: No unnecessary or insecure services / protocols
Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which do not have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor except if services are needed during deployment. In that case those services shall be disabled according to vendor’s instructions after deployment is done. Disabled protocols may still need to be enabled for other reasons by the network operators, e.g. remote diagnostics.
-	FTP
-	TFTP
-	Telnet
-	rlogin, RCP, RSH
-	HTTP
-	SNMPv1 and v2
-	SSHv1
-	TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
-	Finger
-	BOOTP server
-	Discovery protocols (CDP, LLDP)
-	IP Identification Service (Identd)
-	PAD
-	MOP

*************** End of 17th Change ****************
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